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(54) COMMUNICATION UNTT AND ITS COMMUNICATION METHOD 

(57)Abstract 

PROBLEM TO BE SOLVED: To provide a communication unit that can 
realize protection of copyright in the case of transmitting data from a home 
netwofi< to a public network and to provide its communication method. 
SOLUTION: The communication unit interconnects a public network 1 6 
such as the Internet and a home network 1 4 such as a network in 
compliance with the IEEE 1394. This communication unit consists of a 1st 
authenticationAey exchange processing section 243 that performs 
authentication/key exchange with a reproduction terminal 20 connected to 
the public network 16, a 2nd authentication/key exchange processing 
section 261 that performs authentication/ key exchange with a server 18 
connected to the home network 14, a transmission section 22 that 
transmits AV data that are encrypted for copyright protection and obtained 
from the server 18 to the reproduction terminal 20. and a userc^ 
authentication processing section 242 that authenticates a user of the 
reproduction terminal 20 and rejects communication with the reproduction 
terminal 20 when the user cannot be authenticated. 
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